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ABSTRACT

Due to limitations of existing methods for detecting newly introduced malware, the importance of the development of
artificial intelligence vaccines arises. Existing artificial intelligence vaccines have a disadvantage that the accuracy of the
detection rate is low because those vaccines do not scan all parts of the file. In this paper, we suggest an enhanced method
for detecting malware which is composed of unique OP Code features in the malware files. Specifically, we tested the
method with text datasets trained on Random Forest algorithm and with image datasets trained on the Inception V3 model.
As a result, the highest accuracy of the detection rate was about 80%.
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Fig. 3. Results of the CSV file
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2018-11-30 22:04:35.532556: Step 960: Cross entropy = 0.460271
2018-11-30 22:04:35.679371: Step 960: Validation accuracy = 56.0% (N=100)
2018-11-30 22:04:36.918323: Step 970: Train accuracy = 16.0%

2018-11-30 22:04:36.919375: Step 970: Cross entropy = 0.497968
2018-11-30 22:04:37.042382: Step 970: Validation accuracy = 61.0% (N=100)
2018-11-30 22:04:38.355293: Step 980: Train accuracy = 82.0%

2018-11-30 22:04:38.355789: Step 980: Cross entropy = 0.427688
2018-11-30 22:04:38.481276: Step 980: Validation accuracy = 57.0% (N=100)
2018-11-30 22:04:39.832878: Step 990: Train accuracy = 81.0%

2018-11-30 22:04:39.832878: Step 990: Cross entropy = 0.446222
2018-11-30 22:04:40.018383: Step 990: Validation accuracy = 53.0% (N=100)

2018-11-30 22:04:41.136366: Step 999: Train accuracy = 85.0%

2018-11-30 22:04:41.136366: Step 993: Cross entropy = 0.408510
2018-11-30 22:04:41.258880: Step 999: Validation accuracy = 52.0% (N=100)
Final test accuracy = 73.7% (N=38)

Fig. 8. Process of the Image Version vaccine
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